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ABSTRAK

PEMANFAATAN PUBLIC NTP SERVER SEBAGAI
ALTERNATIF PENGGANTI PERANGKAT SINKRONISASI
WAKTU BERBASIS GPS PADA FASILITAS
TELEKOMUNIKASI PENERBANGAN

Oleh:
Miftahul Nasir
NIT. 30218012

Sinkronisasi waktu merupakan hal yang sangat penting dalam sistem
penerbangan, karena dunia penerbangan membutuhkan waktu yang akurat.
Apabila fasilitas telekomunikasi penerbangan memiliki waktu yang tidak
selaras (sinkron) maka data penerbangan akan mengalami kekacauan seperti
tidak diketahuinya pesawat akan melakukan pendaratan, jika sebuah insiden
kecelakaan terjadi maka sulit untuk mencari data tentang insiden tersebut jika
waktu tidak selaras.

Metode penelitian ini menggunakan Router yang telah terintegrasi dengan
jaringan Public NTP yang terhubung dengan media Internet kemudian data
waktu Router NTP Server dibandingkan dengan data waktu GPS NTP Server.
Router akan menggantikan posisi Unit NTP Server sehingga Router Berperan
sebagai Server pada perangkat atau client yang akan dilakukan sinkronisasi
waktu.

Data perbandingan Router NTP Server dengan GPS NTP Server
memberikan hasil bahwa Router NTP Server memiliki akurasi waktu akurat
dan jika terjadi waktu yang bergeser, pergeseran tersebut masih dibawah
toleransi.

Kata kunci : NTP Server, Internet, Router, GPS, Client.
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ABSTRACT

UTILIZATION OF PUBLIC NTP SERVER AS ALTERNATIVE TO
REPLACE GPS-BASED TIME SYNCHRONIZATION DEVICES IN FACILITY
FLIGHT TELECOMMUNICATION

By:
Miftahul Nasir
NIT. 30218012

Time synchronization is very important in aviation systems, because the
world of aviation requires accurate time. If the flight telecommunications
facility has a time that is out of sync (synchronous) then the flight data will be
in chaos such as not knowing the plane will make a landing, if an accident
incident occurs it is difficult to find data about the incident if the time is not in
sync.

This research method uses a router that has been integrated with the
Public NTP network that is connected to the Internet media then the NTP
Server Router time data is compared with the GPS NTP Server time data. The
router will replace the NTP Server Unit position so that the Router acts as a
server on the device or client that will synchronize the time.

The comparison data of the NTP Server Router with the GPS NTP Server
shows that the NTP Server Router has accurate time accuracy and if there is
a shift in time, the shift is still below tolerance.

Keywords: NTP Server, Internet, Router, GPS, Recorder.
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& Manual
@ New WinBox
== AD DX
& Microsoft Azure
Code.
Experiment.
Build.
‘Continuously learn new skills a
experiment with Azure ©




Lampirann B

Perbandingan Efisiensi Harga antara Router NTP Server dengan GPS NTP

Server
No Router Harga Unit Satelit NTP Harga Unit
NTP Server
Server
1 Router Rp. 759.467 NTP/PTP Rp.75.000.000
Mikrotik Server
RB951Ui- Masterclock
2ND | hAP GMR5000
2 Kabel UTP Rp. 10.000 Antenna Rp. 367.800
10 meter GPS
Navigasi
30dB
Sensitivitas
Tinggi
konektor
BNC
3 Dongle Rp. 400.00 Kabel UTP Rp. 10.000
Modem 10 meter
Tsel 4G
LTE 300
Mbps
4 Kartu SIM Rp. 15.000
Tsel
Include
Kuota
Internet
2Gb
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Manual Book Konfigurasi NTP Server pada Router

1. Download Software

1. Download aplikasi winbox pada mikrotik.com, aplikasi winbox merupakan
aplikasi yang digunakan untuk melakukan konfigurasi router Mikrotik.

[Q. MikroTik Routers and Wireless - X [RE S o -
&« G @ mikrotik.com/download B Q :
M:'%(I’O.l_;k Home ~About Buy Jobs Hardware Software Support Training  Account

Software

To manage your router, use the web interface, or download the maintenance utilities. Winbox to o
connect to your device, Dude to monitor your network and Netinstall for recovery and re-installation 5_

R 0 T T
WinBox 3,28 (4-bit)
WInBox 3.28 (32-bit)
RouterQS (2]
6.47.10 (Long-term) 6.48.3 (Stable) 6.49betas4 (Testing) 7.1betas (Development)
ARME4 nRAY, CCR2004, LHGGR
Main package B ] B
Extra packages E B E
The Dude server = E
Gt o a1, oz, o s . 4 e LG Lt e
Rttps:ffmtivininbox MIPSBE PRITBoc? mAP AP e ey ol Fouasor L o G RBiot, SXTeg AP WX Li. R i whP B maDish, RE201, SXT, OmiTi,
@ winboxexe ~ Tampilkan semua X

311
m 07/ 1011

1% )

2. Download Netinstal pada mikrotik.com, dikarenakan Operating System Default
tidak mampu menunjang kinerja Extra packagem aka dilakukan download
Router OS (Router Operating System) yang baru untuk menunjang fitur-fitur
tambahan lainnya pada Extra Package.

[ W& MikroTik Routers and Wireless - X S (-] —
s C @ mikiotikcom/download mox @ :
M:'%(I’O.l_ik Home About Buy Jobs Hardware Software Support Training  Account
Downloads ~ Changelogs Download archive RouterOS  The Dude  Mobile af
dEE pps
The Dude v Netinstall v Flashfig ~ Bandwidth Test
6.47.10 (Long-term) for win
6.49betas4 (Testing) for win
6.43.3 (Stable) for win
RouterQS (2]
6.47.10 (Long-term) for win x64
6.48.3 (Stable) for win x64 6.49betas4 (Testing) 7.1betaé (Development)
ARME4 i 6.49betad4 (Testing) for win x4
Main package [ 6.49beta54 (Testing) for linux =
Extra packages [E 6.47.10 (Long-term) for linux E
The Dude server [E 6.48.3 (stavle) for mux =]
g FREBos 14, AP 20 1P ¢80 LOF LUG, LHG LIS, 17 it ko
MIPSBE 7 7.1betad (Development) for in et ST, AP HEX Lk, R, whl, B maDish, RE2011, SXT. OmniTi,
Main package 2 7-1beta6 (Developmen) for win x64
Exira packages 7.1beta6 (Development) for linux o
packag £ B
hitps://download.mikrotik.com/routeros/6.48.3/ netinstall-6.48.3zip AP i, hAP e
B retinstall 6483 ()zip A @ winboxexe ~ Tampilkan semua | X

s i)

w 07/ 7071

3. Download Extra Package mipsbe yang berisi fitur tambahan untuk konfigurasi
router menjadi NTP Server. Pada Extra Package terdapat banyak fitur tidak
hanya NTP Server.
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l & MikroTik Routers and Wireless - X +

< C & mikiotikcom/download

S —
Mikrorik

ARM64

Main package
Extra packages
The Dude server

MIPSBE

Main package
Extra packages
SMIPS

Main package
Extra packages
TILE

Main package

(3) routeros-mipsbe-..npk

[ & MikroTik Routers and Wireless -

krotik 48, psbe-6483 npk

~ netinstall-6.48.3 (1).zi
2,2/117 MB, 13 ditk lagi 8 mzip

Home About Buy Jobs Hardware Software Support  Training  Account

Downloads  Changelogs  Download archive Router0S  The Dude  Mobile apps

6.47.10 (Long-term) 6.48.3 (Stable) 6.49beta54 (Testing) 7.1betaé (Development)

RRAY, COR2004, LHGGR

CRS1xx, ORS2xx, CRS312-4C8XG, CRS326-245+20+, CRS354, Cube Lite80, DISC, FiberBox, hAP, hAP ac. hAP ac [is, LDF, 30, AP mini, mANTBox,
AN TBex 2. S AP i N, NGOl FowerBos. PR L e, CRT RE . SXToa oA, X Liv. RS WAR, 8 55eB. Dy oh RBE011 S T
Groove, Metal, Sextant, RB7xcx, REX PoE

hAP min, hAP e
CCR 1
-~ @ winboxexe -

Tampilkan semua

T b )

4. Download Main Package mipsbe, Package ini merupakan
Package default namun dengan versi yang telah disesuaikan
dengan RouterOS.

<« C & mikiotikcom/download

[Spp—
MikroTik

ARMeE4
Main package
Extra packages

The Dude server

Home About Buy Jobs Hardware Software Support Traiming  Account

Downloads Changelogs Download archive  Router0OS  The

6.47.10 (Long-term) 6.48.3 (Stable) 6.43beta54 (Testing) 7.1beta6 (Development)

RRAY, COR2004, LHGGR

CRS1x CRS2e, GRS312-4C+8XG, CRS328-245+20+, CRS354, Cube Lite8D. DISC, FiberBox, NAP. hAP 3o, hAP 3 e, LDF, LHG. LHG Li260. IAP min. mANTBox,
mANTBax 2, mAF, mAP e, NetBox, Nethlstal, Powsrilox, PR Line, ORT, RBGxx, SXTsq, cAP, hEX Lts, RB4xx, wAP, BaseBox, DynaDish, RB2011, SXT, OmniTik,

MIPSBE
Groove, Metal, Sextant, RBTxx, HEX FoE

Main package

Extra packages = = =] =

SMIPS hAF mini, hAP lite.

Main package

Extra packages

TILE CoRIxcx

Main package
o 48.3/all_pack ipsbe-6.483zip
) sllpackages mips..zip [ routeros-mipsbe-..npk A = B netinstal-6.48.3 ()zip A | @ winboxexe ~

64/155 MB, 14 gtk lagi

2. Konfigurasi IP Pada PC

1. Konfigurasi IP PC, dilakukan konfigurasi IP pada PC sesuai IP

pada PC agar dapat saling terhubung antara PC dengan Router.

*

Tampilkan semua
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Home | Menu  Inset  Pagelayout  References  Mailings  Review  View  Office Tab

= . A - A . A Find ~

B Calibri Body)  * 11 AN A 7 21 T | aagbcone | maBbCeDe AaBbC: AaBbCc Adﬁ Aa . 3 Replace

Paste . - Az, . iEi. e e . . ~ Change |

' Format Painter B I U -abe x, X = h Normal Mo Spaci.. Heading1  Heading 2 Title Subtitle  Subtle Em... _ oo | Iy select -

Clipboard Font Paragraph Editing

. '2“‘5' 23 14 1 516 1 [ WIS RS TR VRN PSRRI | &
g [ e
N {
g o 0a Networking  Authentication Sharing
: o |l G
E [ . Internet Protocol Version 4 (TCP/IPvd) Properties »
= ™ General
- TH  You can get IP settings assigned automatically if your network supparts
: this capabiity, Othervise, you need to ask your nebwork adminstrator
B . for the appropriate [P settings.
= P
n B () Obtain an IP address automatically

' (@ Use the following IP address:
I TP address: 192.168. 1 . 1

: Fr—

N (®) Use the following DNS server addresses:
o] Preferred DNS server: ]
g Alternate DNS server: ]
E [vaidate settings upon exit Adveroed el
a8 Cancel &
- *
Page:4 of 4 | Words: 13 | (B English (US) | 1EEE) 10% (=)

13:24

D 701

2. Cek IP PC yang telah dilakukan konfigurasi untuk memastikan
kesesuaian IP yang telah dikonfigurasi. Pastikan bahwa setiap

segmen dalam kelas IP yang sama.

m
SN
Hard Disk
Sentinel
3

] VLC media

Pengukur.. player

{; ILI—‘ ] CAWindows\system32\cmd exe

Media State
0. Multi-Drive M LAN_Spes C

0 & & o~

Player  Winamp

Default Gatew.

:\Users\WIN

at

Internet LAN Speed OPOSAL  RESUME dari mam
est A

Down . Tesl SEMINAS meita

7% m Q)

10;0:/2;121 D
3. Install Netinstall RouterOS

1. Run aplikasi Netinstall RouterOS yang telah didownload.



Application Tools EEETIECIEILEN()) = X
Home Share  View Manage (7]

x @ ) New item = [Elopen = HHselectan

] Copy path L £ Easy access + Edit Select none
Copy Paste Move Copy  Delete Rename  New Properties
[ Paste shorte Tolder -

o cut

@ History {7 Invert selection
Clipboard Organize New Open Select
« v A > ThisPC > SEMANGAT KULIAH (D:) > RB951 > netinstall-6.48.3 (1) v O | Search netinstall-6.

Name Date modified Type Size

# Quick access ~
[E ucense Text Document 127KB

CneDrive & netinstall 25/05/2021623  Application 33,589 KB

I This PC
J 3D Objects

[ Desktop

[ Documents

J Downloads

D Music

&= Pictures

B Videos
WINDOWS 10 (C:)
= SEMANGAT KULIAH

= New Volume ()

D Drive (H;)

e Network

Zitems 1 item selected 37,6 MB EE

o )

s Application Tools

Home Share  View Manage (7]

o cut x @ ) New item = [Elopen = HHselectan
] Copy path L £ Easy access + Edit Select none
Move Copy Delete Rename  New Properties
7] o = folder ~  @Histoy g7 Invert selection
Clipboard Organize New Open Select
€« “ 4 | ThisPC > SEMANGAT KULIAH (D) > RB951 » netinstall-6.483 (1) v & | Searchnetinstall-6... 0
Name < 05v648.3 - x
s Quick access - = T —
15 ucense twork Booting Settings Help
OneDrive & netinstall ——
There you can set parametess for PXE [Pre boot eXecution Envionmen] Browss.
[ This PC and Etherboot server that can boot your router aver netwark

uialion Giet ke

I¥ Boot Server enabled A5
I Desktop Client IP addess: [132.168.1.4

[E Documents = o ~| I Apply defeul confi
3 Downloads I =] |

D Music
Packag:

&l Pictures Sets +|  Saveset || Deletesst
8 videos From: [D:\RBI5T Browse. Select al [ [Selectnane

‘i WINDOWS 10(C)

3D Objects

R Name | Veision | Description I
& routeros mipsbe 6483 Router05 for mipsbe RioutetB0ARDs, includes al supported features
= New Volume (E)
D Drive (H)
e Network
routeros- mipsbe depends on nothing 4
Jitems 1 item selected 37,6 MB E =

22

10/07/2021

w1 4 )

3. Unggah file netinstal yang telah di unduh, file tersebut adalah file
OS Router yang telah di download.



m

b

"

4G LTE
Wingle

Routers/Drives

-F Label MAC address / Meda | Status Sftnare ID: [BEHE867A
I F =0 Hard disk Ready [P ™ Browse for Folder
Multi-Drive N LAN Sp SEY Hard disk Feady F K
CHFBGSIL.. DBSEIACIEZD  Ready ®! Select package drectory:
IP add

( oty ThEre are 1package(s)in ths drectory
T ...
u Baud MATERI LENGKAP

MODEM
01T 106
Packages ONTHE OB TRAINING JOGIAKARTA

@ ses [ 7| Saesat Program Fies

RB951

From: [D:\RB35! Browse. al_padages-mipsbe-6.48.3 (1)
netinstall-6.48.3 (1)

SMT & ONLINE

OM Player ~ Winamp Micr

nd
oroerans Denttor Nt booling | Insal | Cancel | o

Name Version | Desoiiption
[ routerosmipsbe 6483 Fiouter for mipsbe RouterBOAR

ker 8 New Spee RESUME dari mam DOKUME..
SEMIN meita NTP

o m e L o] A 7 = Q)

‘\D;Dﬁ/;l;ﬂl‘l D
4. pilih package yang telah di unggah, pastikan package yang
dipilih adalah package yang berisi OS Router.

AN

ach  UltralSO  Media Player Pac| OracleVM  AnyDesk
Classic Tracer Stu, VirtualB

0 Keyboard  VLCmedia N Picasa
Pengukur... TestPortable  player x Wingle % MikroTik Netinstall for Router0S v6.48.3
Fiouters/Diives

I'E; |L Label MAC addiess  Meda | Status Software ID:[BEHE B67A Help
> g - Hard disk Ready Key: cuse provious keys (8221 Biowse:
P y . , S Hard disk Ready = -

Pengukura.. CHRBISIL... 085531201620 Ready eep old configuiation Get key.

IP address: AN
“ Gateway:
E 3 Selected 1 packagels)
Baudrate: | I Apply default config
D:HET‘E‘:’ Net baating ‘ Install ‘ Cancel | I Confguescipt [ J

Packages

@ B | Saveset
From: [D-\RB35T Biowse. Selectal | Select none

Name Verson | Desciiption

0 OMPlayer  Winamp
Pengukura..

winb

Word 2010

New N Spee: RESUME dari mam
© 5 EMIN meita

o m 0 L o] A 7z tm ) b

10/07/2021 U

5. Tunggu hingga proses inisialisasi selesai (terdapat kata Done )
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TOEIC
L

ER N C ___IUBNALL __IOEIC CRD
% MikroTik Netinstall for Router0S v6.48.3

Routers/Dirives
Label MAL address / Media | Status Software |D; | BEHE-B674

3| (=0 Hard dik. Fleady Key <use previous keys (B2

= Had disk. Fieady
20 [ Letker. |
1P address, 7]

Gateway
Done
I Ul -

Het booting | Feboot Carcel | I J

Packages

Sets:
From: |DA\RBIET Browse.

Name Version | Desoiplion
touterosmipsbe 6.48.3 Fiouter5 for mipsbe RouterBOARD, includes all supported features

GOM Player ~ Winamp

Arduino  TeamViewer

dari mam asa DOKUME...
meita NTP

O @ ®m & m F @ A% gmgy BB

10/07/2021

4. Konfigurasi dasar Router

1. Masuk winbox dengan default username dan password, usename
dan password masih default (usename : admin dan password :
admin).

@ WinBox v3.27 (Addresses)
File Tools
Comnect To: [08:55:31:2C:16:2D
Login

Password:

| Keep Password

Open In New Window

Add/Set Connect To RoMON

Managed Neighbors

| | Refresh al s
MAC Address 1P Address Identty Version Board Uptime -
0855312C1620 0000 MikroTh 6483 (able) RBI51LI-20D

Titem (1 selected)

i 1336
7O oy [

2. Cek service Router untuk memastikan bahwa router hanya
bekerja kepada 1 konfigurasi saja agar mengoptimalkan kerja

router ayang akan dikonfigurasi menjadi NTP Server.



3. Memberhentikan service lain selain winbox ini bertujuan agar
kinerja router optimal tanpa adanya kendala dari service lain
yang dilakukan oleh router. Setelah itu router akan restart secara

otomatis.

fikro
on Settings Dashboard

Safe Mode | Session:|08:55:31:2C:16:2D)|

[TLS ver... [+

4. Masuk ulang pada winbox dengan default username dan

password (usernam : admin dan password : admin).
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Connect To: |08:55:31:2C16:2D

| vl Keep Password
Login: [nasir | 7] Gpen In New Window
Password: || |
\
Managed Neighbors ‘

MAC Address *|IP Address

[1denty
035531201620 0.0.00

Mikro Tik

[Uptime:
RB351Ui-2nD 00-08:09

08:55:31:2C:16:32 0000 Mikro Tik

RB351Ui-2nD 00-08:07

nomer IP kepada router sebagai IP Public untuk jaringan

Internet. Konfigurasi DHCP ini dilakukan dengan cara masuk
submenu system > DHCP > klik New DHCP Client

n:| 08:55:31:2C:16:20

. konfigurasi router untuk mendapatkan source internet dengan
cara setting DHCP (Dynamic Host Configuration Protocol).

Merupakan host dinamis yang secara otomatis memberikan

6. Setelah membuat DHCP Client baru, Pastikan Setting

DHCP ‘ Advanced | Status

Interface: 5l
Use Peer DNS
Use Peer NTP

Add Default Route: |yes [=]

| disabled Status: stopped
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list DHCP baru tersebut muncul pada DHCP Client

P (mipsbe)
Settings Dashboard

Safe Mode | Session:|08:55:31:2C:16:2D)| ™

DHCP Clert ‘ DHCP Ciet Opions |

=] 1] ] ) [ ]

[Irterface +|Use P... | Add D...|IP Address |Exgires After [Status ||
wanl yes__yes _ 192168.4367/24 059,53 bound

&7 RADIUS

7. Tods

B New Teminal
4 Dot1X

= WetaROUTER
#2 Parition

B Make Supout.f

7. Setelah DHCP Client baru telah dibuat dan telah dipastikan ada.
cek koneksi internet pada router dengan cara ping google.com di
terminal winbox. Dengan cara pilih menu New Terminal >
kemudian ketik “ping google.com”. apabila muncul nomer IP
host, size transfer dan Time maka router telah terhubung

internet.

@ nas 16:20
Session  Settings  Dashboard

hAP (mipsbe)

Safe Mode | Session:|08:55:31:2C:16:2D) ]
# Cuick Set Teminal B
L CAPSMAN 001 001 HEK TITTTTITTIT KEK [+
" T Mo e KKK TTTITTITIIT KKK
. MM MMM MMM III KKK KKK RRRRRR 000000 TIT IIT KKK KKK
4 Wireless. MM MM MMM III  KEKKK RRR RRR 000 000 TIT IIT KEKKKK
== Bridge M MMM III KEK KKK RRRRRR 000 000 TIT IIT KKK KKK
2 PPP M M4 III KKK KKK RRR RRR 000000 TIT IIT KKK KKK
1§ Switch MikroTik Router0S 6.48.3 (¢} 1999-2021 http://waw.mikrotik.com/
°I2 Mesh
P gl Gives the 1list of available commands
5 wis \ fpommend (2] Gives help on the comnand and list of srguments
T Routing [ |[Tab] Completes the command/word. If the input is ambiguous,

i Symem . a second (Tab] gives possible options
D Queues ’ Move up to base level
B Fles . Move up ons level L
& Log command Use cormand at the base level
[nasir@MikroTik] > ping google.com
&f RADIUS SEQ HOST SIZE TTL TIME STATUS
X Todls P 0 142.251.12.138 56 102 44ms
A 1 142.251.12.138 56 102 92nms
— 2 14 51.12.139 56 102 7éms
@ DotlX 3 142.251.12.139 56 102 €0ms
B WetaROUTER 4 142.251.12.139 56 102 52ms
o8 Patiion 5 142.251.12.139 56 102 Sms
- £ 142.251.12.139 56 102 75ms
P Make Supot.of 7 142.251.12.139 56 102 52ms
B Ml 3§ 142.251.12.139 56 102 4éms
9 142.251.12.139 56 102 56ms
() Re e 10 142.251.12.13% 56 102 §0ms
== 11 142.251.12.13% 56 102 59ms
12 142.251.12.13% 56 102 50ms
13 142.251.12.139 56 102 52ms
14 142.251.12.13% 56 102 55ms
15 142.251.12.139 5€ 102 &3ms
16 142.251.12.139 5€ 102 42ms
17 142.251.12.139 5€ 102 44ms
18 142.251.12.139 5€ 102 87ms
19 142.251.12.139 5€ 102 52ms
sent=20 received=20 packet-loss=0% mil g

7 )
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8. Setting bridge pada port untuk mengaktifkan port lain.
Tujuannya adalah untuk mengaktifkan port lain agar apabila ada
perangkat lain yang akan melakukan sinkronisasi waktu

menggunakan router ini dapat terhubung secara otomatis.

M
on Settings Dashboard

Safe Mode | Session:|08:55:31:2C:16:2D) ]

e T — |
Bridge: |bridge LAN B8]
Horizon, -
Leam: [atto B8]

Unknown Unicast Flood
Urknown Muicast Flood

Broadeast Flood
[ Trusted

Hardware Offload
Moticast Router

9. lakukan langkah 8 dan lakukan pemilihan pada kolom interface
untuk wlan port 2, wlan port 3, wlan port 4 hingga muncul
seperti gambar di bawah (daftar bridge pada tiap port 0, 1, 2, 3,
4).
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Mikro
Settings  Dashboard

Safe Mode | Session:|08:55:31:2C-16:2D) "

Sessi

[Bridge [Horzon [Trusted [Priorty ... [Path Cost |Role.
bridge AN no 10 des

2d por
bridge LAN no 10 disabled port
bridge LAN no 10 disabled port
bridge LAN no 10 disabled port
bridge LAN no 10 disabled port

10. Setting pada username router dan password router agar ketika
log in router username dan password tidak menggunakan default
(username : admin dan password : admin).

Settings  Deshboard

| Scfe Mode | Scssion[08:55.31:2C-16:20 :

11. Isikan nama username (di buat sesuai yang diinginkan). Hingga

username yang telah dibuat muncul pada user list.

C-12



Session  Settings  Dashboard

Safe Mode | Session:|08:55:31:2C:16:20 =

[Name 7 [Group |Alowed Addess |Lest Logged In
anesr  ful

&7 RADIUS
# Tods

B New Teminal
4 Dot1X

B VetsROUTER
#2 Parttion

) Make Supout nf

5. Unggah Package NTP Server dan Konfigurasi Router sebagai
NTP Server

1. untuk mengunggah Package NTP Server dengan cara pilih menu
files kemudian akan muncul halaman baru file list kemudian klik
upload lalu akan masuk pada halaman file PC kemudian Pilih

NTP Package lalu klik open.

@ rasir@08:55:31:2C:16:2D (MikroTik) - WinBox v6.48.3 on hAP (mipsbe) - X
Session  Settings  Dashboard

@ Upload File

« v 4 ||« RBI5T » all_packages-mipshe-6.48.3 (1) v |0 | Searchall_packeges-mipsbe-... 0
Organize = New folder B~ @M @
= b Nome Dmemadfis  Tpe °
3 30 Objects 5 gpsrrﬁds Zrm\psrbz npl: 26/05/2021 1506 NPK File

I Desitop ] hetspot-6.43.3-mipsbe.npk 26/05/2021 1506 NPK File

Documents [ iot-6.48.3-mipsbe.npk 26/05/2021 1506 NPK File

[ ipv-648 3-mipsbe.npk 26/05/2021 1506 NPK File
4 Downloads

[ Ied-6.48.3-mipsbe.npk 26/05/2021 1506 NPK File
P busic [] tera-6.48.3-mipsbe.npk 26/05/20211506  NPK File i
=] Pictures iy 2862KB  Jan/02/1970 070101

[7] te-648.3-mipsbe.npk 26/05/2021 1506 NPK File - s
& videos [7] mpls-6.48 3-mipsbe.npk 26/05/2021 1506 NPK File drectory Jan/02/1570 07:00:53
2 WINDOWS 10 (C [ multicast-6.48.3-mipsbe.npk 26/05/20211506  NPK File drectory Jan/01/1570 07:00:07
. SEMANGAT KUL [ ntp-648.3-mipsbe.npk 26/05/2021 1506 NPK File
. New Volome (8] % openflow-6.48.3-mipsbe.npk 26/05/2021 1506 NPK File

ppp-6.48.3-mipsbe.npk 26/05/2021 1506 NPK File v
2 CD Drive (H) ol% 5
File name: | ntp-5.48.3-mipsbe.npk <]

[12.8 MiB of 16.0 MiB used

1 ta i)

2. Unggah NTP Package pada winbox dan pastikan
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bahwa NTP Package telah ada pada file list.

Safe Mode | Session:|08:55:31:2C:16:2D)| B

Backup || Restore | | Upload

7 [Type [size
it e 2062KB_ Jan/02/1970 070101 |
disk Jan/02/1970 07:00:53
directory Jan/02/1970 07:00:53
[ flash/skins directory Jan/01/1570 07:00:07
W rip-6.48 Jmipsbe rpk package 260.1KB  Jul/10/2021 21:16:55

&7 RADIUS

7 Tools I
B New Teminal

4 Dot1X

B MetaROUTER
#2 Parttion

) Make Supout i

12.8 MiB of 16.0 MiB used

2. Setelah dipastikan Package NTP telah ada pada file llist,
dilakukan Reebot Router dengan cara masuk kw menu New
Teminal > ketik system > tekan enter > ketik reboot > tekan
enter > ketik y

AP (mipsbe)

Safe Mode | Session: 08:55:31:2C:16:2D)

Terminal

TITTITITITT e
TITTITITITT e

TIT III KEK KKK
TIT III  KEKKK

TIT III KKK KEK

KKK KHK RER ERR 000000 T IIT KK KEK

a7 RADIUS MikroTik RouterO3 6.43.3 (c) 1999-2021 http:/ /v, mikrotik.com/
&

#. Tools [ Gives the list of available commands
8 New Tominal 2 Gives help on the command and list of arguments

@ Dot1X
B YetaROUTER

#3 Pattion
Move up to base level
b Make Supout i .. Move up one level
B Manual Use cormand at the base level
@ Mew WinBox [nasir@MikroTik] > system
- [nasir@MikroTik] /system> reboot
&t Reboot, yes? [y/N]:

Corpletes the command/word. If the input is ambiguous,
a second [Tab] gives possible options

T oa )

3. Masuk ulang pada winbox dengan username yang telah dibuat

tadi (username : nasir dan password : nasir)
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File Tools

Connect To: [08:55:31.2C.16:2D

| [l Keep Password

Login:

| [ Open n New Window

Password: |

Mznaged Neighbors ‘

MAC Address 7 |IP Address Identity Version Board Uptime

1 tem (1 selected)

w1 s )

telah tersedia di pool.ntp.org pada

. Masuk menu system > NTP Client kemudian isi Server yang

kolom Primary NTP Server

dan Secondary NTP Server yang telah disediakan oleh

ntp.pool.org

@ nasird
Session  Seitings  Dashboard
Safie Mode | Session:[08:55.31:2C:16:20

# Cuick Set
. CAPSMAN

31:2C:16:2D (MikroTik) - WinBox v6.48.3 on hAP (mipsbe) -

[] Enabled
Mode: [unicast [#]

Primary NTP Server: [Did pool ntp.org
Secondary NTP Server
Dynamic Servers: ||

usinglocal clock

B New Teminal
@ DotlX

B MetaROUTER
03 Partition

B Make Supout sf
& Maruzl

@ New WinBax
Bea

& C & poolntp.org/zonefid b o
LULAGE -
VKpalHcbKa

3 ()

(Can you translate?)

2+ JOIN THE POOL 23, USE THE POOL {§} MANAGE SERVERS

Indonesia — id.pool.ntp.org

‘We need more servers in this country. If you have a server with a static IP, please
consider joining the pool!

To use this specific pool zone, add the following to your ntp.conf file:

server
server 1.id.pool.ntp.org
server 2.id.pool.ntp.org
server 3.id.pool.ntp.org

Inmost cases it's best to use pool.ntp.org to find an NTP server (or 0.pool.ntp.org,
Lpool.ntp.org, etc if you need multiple server names). The system will try finding the
closest available servers for you. If you distribute software or equipment that uses
NTP, please see our information for vendors.

IPv4 IPv6

There are 19 active servers in this zone. There are 9 active servers in this zone.

9 active 1 day ago
active 7 dave 2

I m dy)

5. Klik “Apply” kemudian Server primary dan secondary NTP

Server akan berubah secara otomatis menjadi IP Public NTP

yang disediakan oleh Public NTP Server
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lalu klik “Ok”

ion ings Dashboar =
Safe Mode | Session:|08:55:31:2C:16:20 ]

NTP Client

Enabled
Mode: [unicast [#]
Primary NTP Server:
Secondny TP Sever
Dynamic Servers: |
[smchronized

6. Setelah itu masuk pada system NTP Server dan menyalakan
mode menjadi enable, broadcast, dan manycast. Tahap ini
bertujuan agar Router ini berperan sebagai NTP Server sebagai
server sinkronisasi waktu terhadap perangkat client lainnya.

D (MikroTik) - WinBox
on Settings Dashboard

Safe Mode | Session:|08:55:31:2C:16:20 ']

Enabled
Broadcast
[] Muticast

Manycast

R

7. Cek kesesuaian waktu pada router dengan cara masuk
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ke system > clock, amati apakah waktu telah sesuai. Apabila
telah sesuai maka router telah terkonfigurasi menjadi NTP
Server untuk referensi sinkronisasi waktu untuk perangkat client.

© nasir@08:55:31:2C:16:2D (MikroTik) - WinBox v6.48.3 on hAP (mipsbe)

Time: HEEISE

Bridge Date: | Jul/10/2021 =

== PPP ! Time Zone Autodetect
3 Switch Time Zone Name: | Asia/Jakarta

-

GMT Offset: | +07:00
DST Active

=]
&
& = k2

oma B

10/07/2021

6. Sinkronisasi Waktu pada PC (Client) pada jaringan di bawah

Router

1. Masuk pada “control panel” pada PC kemudian masuk ‘setting
date & time” kemudian klik “Set the Time and Date” lalu klik
“Internet Time” dan klik “Change Setting” kemudian isi IP yang
satu segmen dengan IP Router yaitu 192.168.40.1
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« “ 4 @ > Control Panel 5 Clock and Region ~ 0

Control Panel H
onirelFenelfioms Date and Time

| Setthetimeanddate | Change the time zone | Add clocks for different time zones

System and Security

Network and Internet L‘ Region
E®  Changelocation | Change date, time, or number formats

Hardware snd Sound ¢ ] :

Programs

User Accounts

Appearance and Date and Time  Additional Clocks  Internet Time
Personalization

Clock and Region This computer is set to automatically synchronize with '192.168.40.1", Configure Internet time settings:

Ease of Access Synchronize with an Intemet time server

Mext synchronization: 18/06/2020 at 16:03 Server; | 192.168.40.1 ~ Update now

The clock was successfully synchronized with 192.168.40.1 on 18/06/2020 at e Y T T U e A
0e:31. 32

Cancel

& Change settings...

Cancel

meita

2

= G
o ¥ 8 = 4 ! B0 0 g M

2. setelah mengisi IP yang sesuai dengan kelas segment IP Souter,
maka Klik “Update Now” untuk menyesuaikan bahwa waktu
yang ditampilkan pada PC mengikuti waktu yang ditampilkan
pada router. maka penunjukan waktu pada PC (Client) akan

mengikuti waktu pada router.

« “ 4 @ > Control Panel 5 Clock and Region ~ 0

Control Panel H
onirelFenelfioms Date and Time

Setthetimeand date | Changethetimezone | Add clocks for different time zones

System and Security

Metwork and Internet g& Region
EF Change location | Change date, time, or number formats

Hardware and Sound -hange foc hang g :

Programs

User Accounts

Appearance and Date and Tme  Additonal Clodks  Internet Time
Personalization

Clock and Region This computer s set to automatically synchronize with '192.168.40.1"
. Configure Intemet time settings:
Ease of Access

Synchronize with an Internet time server
Server: | 192.168.40.1 v Update now
The clock was successfully synchronized with 192.168.40.1 on 10/07/2021 at

18:31. The clock was successfully synchronized with 192.168.40.1 on 10/07/2021 at
21:32.

Nest synchronization: 11/07/2021 at 01:38

&) Change settings...

Cancel

2132
B0 D) g M

7. Setting Keamanan pada Jaringan dan Router
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1. Masuk menu “IP” kemudian klik “Firewall”. Firewall merupakan
sistem keamanan yang melindungi perangkat dengan jaringan
diluar perangkat. Firewall bekerja dengan analogi seperti tembok
yang membatasi sebuah perangkat terkontrol dengan jaaringan

internet yang bersifat publik.

B MetsROUTER
#2 Partition

I Make Supout i
B Manual

© New WinBox

Neighbors
Packing
Poal
Rotes
SMB

Bl B

Services

2. kemudian pilih input “1” karena perangkat yang melakukan
sinkronisasi waktu terhubung pada port 1. Firewall melindungi
perangkat (client) yang terhubung dengan router melalui port
LAN. Apabila port 2 atau 3 terdapat perangkat (client) lain maka
setting firewall juga dilakukan pada port tersebut.
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Session  Seftings  Dashboard

Safe Mode

&7 RADIUS

# Tods

23 New Teminal
Dot1X

B MetaROUTER

Session: | 08:55:31:2C:16:20 | |

EEl @ 0 Reset Courters || €@ Reset All Counters:

|Action [Chain [Src. Address |Dst. Address |Prote...[Src. Pot [Dst. Port [In. Inter...|Owt. Int...[In. nter... [Out. Int... | Src. Aderess List

- drop Winbox Brute: Forces
Roop input 6icp) IP_BlackList_Winbox
o+add.. input 6 fcp) S8H_Blackst_Wnbox_3
cHadd... input 6 fcp) SSH_BlackList_Wnbox_2
cHadd... input 6 fcp) S5H_BlackLst_Winbox_1
ctadd... input 6cp)

3. Cek apakah firewall sudah dilakukan konfigurasi atau tidak.

Dengan cara masuk ke menu New Terminal > ketik /ip firewall
filter maka akan ada penjelasan bahwa belum ada aksi yang
ditambahkan pada firewall. Kemudian dilakukan penambahan

aksi pada firewall.

Session Settings Dashboard

Safe Mode

Q
=
3
[
== ==

B New Teminal
% Dot1X

- MetaROUTER
#2 Partition

I Make Supout s

Session; 08:55:31:2C:16:2D)

00 W TITTTITTITT

WM M HE TITTTITTITT KR

1004 M99 MM III KX KKK RRRRRR 000000 TIT III KEK KKK
W0 MM MM I KEGEE RRR RRR 000 000 TIT 11T KEEKK
1004 M4 IIT EEK KKK RRRRER 000 00D TIT IIT  KEK KKK
1004 M4 IIT EEK KEK RRR RRR 000000 TIT III KEK KKK
MikroTik Router0S €.48.3 (c) 1999-2021 http://wne. mikrotik. com/

Do you want to see the software license? [¥/n]: n

121 Gives the 1ist of available commands

command [2] Gives help on the command and 1ist of arguments

[Tab] Completes the command/word. If the input is ambiguous,
a second [Tab] gives possible options

’ Move up to base level

.. Move up one level

/command Use command at the base level

[nasiz@MikroTik] > /ip firewall filter
[nasir@MikroTik] /ip firswall filter>> add action-drop chain-input commsnt="drop Winbox Brute Fo
roes” dst-port=9281 \ log=yes log-prefix-BruteForcesWinbox protocol=tep src-address-list=\ IE_BL
ackList_Winbox

[nasir@MikroTik] /ip firswall filter>> add action-add-src-to-address-list sddress-list=IF_BlackL
ist Winbox \ address-list-timeout=ld chain-input connection-state=new dst-port=8291 \ protocol=t
cp src-address-1ist=SSH BlackList Winbox 3

[nasir@MikroTik] /ip firewall filter>> add action-add-src-to-address-list address-list=SSH Black
List Winbox_3 \ address-list-timeout=lm chain=input connsction-state=new dst-port=8291 \ protoco
1-tcp src-address-1ist=SSH_BlackList Winbox_2 .
[nasir@MikroTik] /ip firewall filter>> add action-add-sre-to-address-list address-list=SSH BlackList Winbo =
( 2 \ address-list-timeout=Ilm chain=input connection-state=new dst-port=8281 \ protocol=tcp src-address-1i
5t=5SH BlackList Winbox 1

[nasir@4ikroTik] /ip firewall filter>> add action-add-sre-to-address-list address-list=SSH BlackList Winbo
1 \ address-list-timecut=lm chain=input connection-state=new dst-porc=8291 \ protocol=tep
[nasir@MikroTik] /ip firewall filters>

Masuk kembali pada menu system > Firewall > klik dua kali

pada input “1” kemmudian akan muncul
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halaman “Firewall Rule” lalu pilih“Add src to address list” pada

kolom “Action” > klik OK.

Session  Settings Dashboard
]

Safe Mode | Session:|08:55:31:2C:16:20)|

GH‘E"‘MHM‘B‘H M‘““‘Sﬂim‘

Log Prefic: |

Address List: |IP_BlackList_Winbox

[Action [Chain
drop Winbox Buute Forces Timeout: [1d 00,0000

R dop input

o add... input
o add... input
o add... input

B WetaROUTER
#3 Partition
I Make Supoutif

+
Sitems (1 selected)
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