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ABSTRAK 

 

 

RANCANG BANGUN PROTOTIPE INTRUSION DETECTION SYSTEM 

PADA RESTRICTED AREA FASILITAS NAVIGASI UDARA BERBASIS 

MILIMETER-WAVE RADAR DAN INTERNET OF THINGS 

 

Oleh: 

RUNI MUTHIA MUGNIY 

NIT. 30223007 

 
 

Perkembangan teknologi Internet of Things (IoT) membuka peluang untuk 

meningkatkan sistem keamanan pada infrastruktur kritis penerbangan, termasuk 

fasilitas navigasi udara. Salah satu fasilitas yang memerlukan perlindungan khusus 

adalah shelter DVOR yang terletak di area terbatas (Restricted Area). Kehadiran 

individu yang tidak berkepentingan di area tersebut dapat mengganggu keamanan 

fasilitas dan keandalan layanan navigasi udara. Pengawasan yang masih bergantung 

pada patroli berkala memiliki keterbatasan dalam memberikan deteksi dan 

peringatan secara cepat ketika terjadi intrusi. Penelitian ini bertujuan untuk 

merancang dan membangun prototipe Intrusion Detection System (IDS) berbasis 

Internet of Things (IoT) yang dapat mendeteksi keberadaan manusia di area terbatas 

sekitar shelter DVOR. Metode penelitian yang digunakan adalah metode Prototype 

yang terdiri dari tahapan Communication, Quick Plan, Modeling Quick Design, 

Construction of Prototype, Deployment and Testing, serta Refinement. Pengujian 

dilakukan terhadap kemampuan deteksi sensor berdasarkan jarak, sektor radar, 

keberadaan manusia, pengiriman notifikasi Telegram, pemantauan Blynk, dan 

fungsi buzzer. . Sistem ini menggunakan empat sensor radar gelombang milimeter 

(Millimeter-Wave Radar) HLK-LD2410 sebagai perangkat pendeteksi utama yang 

diintegrasikan dengan mikrokontroler ESP32. Data hasil deteksi diproses oleh 

ESP32 dan dikirimkan secara real-time ke aplikasi Blynk sebagai media 

pemantauan serta Telegram Bot sebagai media notifikasi peringatan dini. Selain itu, 
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sistem ini dilengkapi dengan active buzzer sebagai alarm lokal ketika terjadi intrusi. 

Hasil pengujian dan validasi digunakan untuk mengevaluasi kinerja sistem dalam 

mendeteksi intrusi dan memberikan peringatan secara real-time. Hasil yang 

diharapkan dari penelitian ini adalah terciptanya prototipe sistem deteksi intrusi 

yang dapat membantu pengawasan area terbatas dengan lebih efektif, 

meningkatkan kemampuan peringatan dini, serta mendukung keamanan 

operasional fasilitas berbasis IoT. 

Kata Kunci: Intrusion Detection System, ESP32, Internet of Things, HLK-

LD2410, Millimeter-Wave Radar, Shelter DVOR. 
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ABSTRACT 

 

 

RANCANG BANGUN PROTOTIPE INTRUSION DETECTION SYSTEM 

 PADA RESTRICTED AREA FASILITAS NAVIGASI UDARA BERBASIS  

MILIMETER-WAVE RADAR DAN INTERNET OF THINGS 

 

By: 

RUNI MUTHIA MUGNIY 

NIT. 30223007 

 

The development of Internet of Things (IoT) technology provides 

opportunities to enhance security systems for critical aviation infrastructure, 

including air navigation facilities. One of the facilities requiring special protection 

is the DVOR shelter located within a Restricted Area. The presence of unauthorized 

individuals in this area may compromise facility security and affect the reliability 

of air navigation services. Security monitoring that still relies on periodic patrols 

has limitations in providing rapid detection and warning when an intrusion occurs. 

This research aims to design and develop a prototype of an Internet of Things (IoT)-

based Intrusion Detection System (IDS) capable of detecting human presence 

within the restricted area surrounding the DVOR shelter. The system utilizes four 

HLK-LD2410 Millimeter-Wave Radar sensors as the primary detection devices 

integrated with an ESP32 microcontroller. Detection data are processed by the 

ESP32 and transmitted in real time to the Blynk application for monitoring purposes 

and to a Telegram Bot for early warning notifications. In addition, the system is 

equipped with an active buzzer that functions as a local alarm whenever an intrusion 

is detected. The research employs the Prototype development method, which 

consists of the stages of Communication, Quick Plan, Modeling Quick Design, 

Construction of Prototype, Deployment and Testing, and Refinement. System 

testing is conducted to evaluate sensor detection performance based on distance, 

radar sectors, human presence detection, Telegram notification delivery, Blynk 

monitoring functionality, and buzzer operation. The testing and validation results 

are used to assess the system's capability in detecting intrusions and providing real-

time alerts. The expected outcome of this research is the development of an 
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intrusion detection system prototype capable of improving the monitoring of 

restricted areas, enhancing early warning capabilities, and supporting the 

operational security of IoT-based air navigation facilities. 

Keywords: Intrusion Detection System, ESP32, Internet of Things, HLK-

LD2410, Millimeter-Wave Radar, Shelter DVOR. 
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